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Abstract 

Background US public health authorities use syndromic surveillance to monitor and detect public health threats, 
conditions, and trends in near real-time. Nearly all US jurisdictions that conduct syndromic surveillance send their data 
to the National Syndromic Surveillance Program (NSSP), operated by the US. Centers for Disease Control and Preven-
tion. However, current data sharing agreements limit federal access to state and local NSSP data to only multi-state 
regional aggregations. This limitation was a significant challenge for the national response to COVID-19. This study 
seeks to understand state and local epidemiologists’ views on increased federal access to state NSSP data and identify 
policy opportunities for public health data modernization.

Methods In September 2021, we used a virtual, modified nominal group technique with twenty regionally diverse 
epidemiologists in leadership positions and three individuals representing national public health organizations. 
Participants individually generated ideas on benefits, concerns, and policy opportunities relating to increased federal 
access to state and local NSSP data. In small groups, participants clarified and grouped the ideas into broader themes 
with the assistance of the research team. An web-based survey was used to evaluate and rank the themes using five-
point Likert importance questions, top-3 ranking questions, and open-ended response questions.

Results Participants identified five benefit themes for increased federal access to jurisdictional NSSP data, with the 
most important being improved cross-jurisdiction collaboration (mean Likert = 4.53) and surveillance practice (4.07). 
Participants identified nine concern themes, with the most important concerns being federal actors using jurisdic-
tional data without notice (4.60) and misinterpretation of data (4.53). Participants identified eleven policy opportuni-
ties, with the most important being involving state and local partners in analysis (4.93) and developing communica-
tion protocols (4.53).

Conclusion These findings identify barriers and opportunities to federal-state-local collaboration critical to current 
data modernization efforts. Syndromic surveillance considerations warrant data-sharing caution. However, identified 
policy opportunities share congruence with existing legal agreements, suggesting that syndromic partners are closer 
to agreement than they might realize. Moreover, several policy opportunities (i.e., including state and local partners in 
data analysis and developing communication protocols) received consensus support and provide a promising path 
forward.
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Background
Public health data are critical to the success of pub-
lic health organizations’ mission to promote commu-
nity health [1]. Syndromic surveillance has been used to 
detect and monitor community health issues and trends 
and better understand the health impact of acute events 
[2]. Syndromic surveillance applications are varied and 
broad, including monitoring salmonella [3], influenza-like 
illnesses [3], hazardous material exposures, natural disas-
ters [4], violence [5], mental health [6], climate-related 
illness [7], Tick-borne illness [8], and opioid overdoses 
[9]. Forty-nine states participate in the National Syndro-
mic Surveillance Program (NSSP), including 71% of U.S. 
emergency departments.[10].

Syndromic surveillance can incorporate diverse data 
sources, including vital statistics, environmental, and 
laboratory data. However, one of the primary syndromic 
surveillance data sources—and our focus—consists of a 
subset of electronic health record data from emergency 
departments and urgent care centers that are shared with 
public health authorities in near-real time. Epidemiolo-
gists use validated definitions to classify electronic health 
record data fields—like chief complaints and diagnosis 
codes—into syndromes that can be tracked and moni-
tored. This process is less exact than other surveillance 
methods—like case reporting—but near real-time data 
make syndromic surveillance a valuable support tool for 
public health agencies to better understand emerging and 
ongoing public health events.

During the COVID-19 pandemic, syndromic surveil-
lance has been a valuable tool for state and local public 
health agencies to monitor, in near real-time, COVID-
19-associated trends in their jurisdictions [11]. However, 
current data sharing policies between state, local, and 
federal partners were an obstacle to federal efforts to uti-
lize syndromic surveillance to monitor COVID-19. This 
work is a direct response to those challenges.

Many challenges are derivative of U.S. federalism and 
the distinct public health roles of state, local, territorial, 
and federal governments. The substantial police pow-
ers reserved to states through the 10th Amendment 
of the U.S. Constitution give states the primary pub-
lic health responsibility within their jurisdictions. The 
federal government serves an essential supporting role, 
providing resources, assistance, and monitoring inter-
jurisdictional public health issues and threats. These 
distinct jurisdictional roles, compounded by associ-
ated relationship and political dynamics, have created 
data sharing challenges. Within the U.S. public health 

surveillance system, these roles, relationships, and 
political dynamics manifest in the data use agreements 
(DUAs) between state, local, territorial, and federal 
public health partners [12].

Currently, most jurisdictions send their syndromic 
surveillance data to NSSP, which operates on serv-
ers maintained by the Centers for Disease Control and 
Prevention (CDC). However, DUAs severely restrict 
federal use of state and local data within NSSP by lim-
iting the ability of the federal government to access 
state or local NSSP data below the U.S. Department 
of Health and Human Services (HHS) region level [13] 
(Fig. 1). Consequently, federal NSSP personnel have no 
way to determine, for example, whether an observed 
increase of a syndrome in HHS Region 10 is (1) an iso-
lated event in Washington, (2)  unrelated, but similar, 
events in Washington and Alaska, or (3) related events 
in Washington and Oregon [14]. Currently, NSSP DUA 
permissions require federal NSSP personnel to request 
expanded access separately from all jurisdictions within 
the HHS region to distinguish these scenarios. Conse-
quently, the existing NSSP federal access policy could 
be fairly described as a policy that could result in non-
detection of interjurisdictional events.

If a detected public health event is significant, the 
transaction cost on the federal government to sepa-
rately negotiate increased access with every jurisdic-
tion—each under strain from their separate public 
health responses—would be inordinate. Therefore, the 
current policy framework is a substantial challenge to 
the federal use of NSSP data to respond to events—like 
bioterrorism and epidemic disease—that impelled ini-
tial federal support for NSSP [15, 16].

Syndromic surveillance technology, specifically the 
NSSP BioSense Platform, has evolved since its intro-
duction in 2002 with its redesign into BioSense 2.0 
in 2010, and final evolution into NSSP in 2014 [17]. 
Throughout each evolutionary iteration, NSSP Bio-
Sense has identified and addressed new challenges, 
using policy and technology to balance diverse stake-
holders’ interests [17]. For example, early attitudes 
of public health professionals towards the CDC and 
adoption of BioSense were negatively affected by the 
CDC essentially bypassing state and local public health 
departments by eliciting data directly from hospitals, 
and instances of federal misinterpretation of early state 
and local syndromic surveillance data when analyti-
cal standards and processes norms were still nascent 
[4, 17]. These sentiments influenced the policy and 



Page 3 of 11Schmit et al. BMC Public Health          (2023) 23:431  

technical decisions of the initial BioSense redesign, 
BioSense 2.0, including giving states greater control 
and independence. However, the BioSense 2.0 changes 
made it difficult for CDC to offer quality assurance 
and and technical assistance, challenges that were 
addressed in the creation of NSSP [17]. While several 
incentive programs have increased syndromic surveil-
lance adoption [18], there are several remaining con-
cerns that public health officials and stakeholders have 
with increased federal access to and use of NSSP data 
[19]. Given the CARES Act’s (2020) $500 million data 
modernization initiative, a new evolutionary step for 
NSSP seems likely, if not imminent. Examining the 
existing challenges and barriers faced by NSSP and its 
federal, state, and local users is critical to crafting an 
effective data modernization strategy.

The existing access policies were a significant chal-
lenge and inhibitor to the initial federal response to 
COVID-19 [16]. While many jurisdictions granted 
increased federal access to their NSSP data, other 

jurisdictions did not. Given the public health emer-
gency in early 2020, the White House COVID-19 Task 
Force requested and received access to state and local 
COVID-19 syndromic surveillance data from CDC 
NSSP [20]. Importantly, the increased federal access 
to state and local NSSP data was an emergency action 
taken by the federal government and did not follow the 
jurisdiction-controlled data access provisions described 
in the NSSP DUA. These emergency actions created 
additional strain on state/local-federal relationships.

It should be noted that the federal access restrictions 
for state and local public health data are anomalous 
compared to other national public health surveillance 
systems. While NSSP restricts federal access to data 
aggregated at the HHS-region level, the National Noti-
fiable Disease Surveillance System, the Behavioral Risk 
Factor Surveillance System, National Vital Statistics 
System, and the Overdose Data to Action surveillance 
systems all permit federal access to more granular juris-
dictional data [21–24].

Fig. 1 Federal access to the National Syndromic Surveillance Program is limited to Department of Health and Human Services regions
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There are numerous policy approaches that could be 
used to these data sharing challenges. First, the federal 
government could mandate increased data sharing; how-
ever, this could be considered heavy-handed and would 
likely neglect some of the state concerns that impelled the 
imposition of these restrictions (e.g., data misinterpreta-
tion, bypassing state and local health officials) [17, 25]. 
Second, the federal government could incentivize greater 
data sharing by conditioning federal funding on greater 
access to NSSP data; but this too could damage federal 
relationships with their state and local partners and push 
jurisdictions with their own syndromic surveillance 
systems out of the national system. Finally, the federal 
government could identify a solution via an intergovern-
mental agreement, such as a DUA. This latter option has 
emerged as the preferred approach to govern data shar-
ing between federal, state, and local partners [26].

This research represents the first step to identify policy 
opportunities to address the challenges sharing state and 
local NSSP data with federal public health partners. The 
Council of State and Territorial Epidemiologists (CSTE), 
in collaboration with the CDC and Texas A&M Univer-
sity, convened a workgroup comprised of state and local 
epidemiologists and leaders to develop considerations 
and implementation strategies for revising federal NSSP 
data access policies. This article describes the perceived 
benefits and concerns regarding increased federal access 
to NSSP data reported by leadership within local, state, 
and national public health organizations.

Methodology
The purpose of this workgroup was to identify percep-
tions specifically pertaining to NSSP for the purpose of 
identifying strategies to revise NSSP policy. As a result, 
this work was determined not to be human subjects 
research by the Texas A&M University Institutional 
Review Board (IRB2021-0932).

Potential workgroup members were identified and 
requested to participate by CSTE based on their deci-
sion-making position at the health department, surveil-
lance/informatics expertise, geographical region, and 
engagement in surveillance policy discussions. Many of 
these individuals were active participants and contribu-
tors within the NSSP Community of Practice or through 
engagement in CSTE activities. Twenty-five representa-
tives of state and local health departments were invited 
individually via email to participate or designate an 
appropriate surrogate for the workgroup. In addition, 
three individuals representing national public health 
organizations (CSTE, Association of State and Territorial 
Health Officials [ASTHO]) participated in the discussion.

The workgroup meeting followed a Nominal Group 
Technique (“NGT”) approach. The NGT method 

facilitates individual idea generation by promoting 
equal input in group settings, dampening the effects of 
dominant members, and enabling idea prioritization 
[27–30]. For example, the NGT approach utilizes indi-
vidual idea generation and non-confrontational idea 
clarification in its beginning stages to ensure that con-
tributions from all members are included and consid-
ered, and the prioritization of ideas in the latter stages 
is done confidentially. The NGT method is among the 
most used qualitative methods for group decision-mak-
ing processes to identify and clarify problems [27–29].

Three questions—developed in consultation with 
CDC and CSTE representatives—were asked during 
the NGT workgroup:

(1) In what ways can increased federal access to state 
syndromic surveillance data (at the state or local 
level) benefit or support state public health activi-
ties?;

(2) What concerns you about increasing federal access 
to state syndromic surveillance data at the state or 
local level?; and.

(3) What rules, restrictions, guidelines, or codes of 
conduct could be implemented in the NSSP DUA 
or CDC policies that might address a concern 
addressed by you or a fellow workgroup member?

The NGT workgroup was conducted on September 
2, 2021, via an online platform (Zoom) to allow nation-
wide participation during the COVID-19 pandemic. 
During the first 45  minutes, we provided background 
information on the issues surrounding federal access, 
and the impetus, purpose, and scope of the workgroup, 
assisted by three federal CDC NSSP employees, who 
answered participant questions. Afterward, all federal 
personnel left the meeting to avoid influencing the 
NGT process.

Participants were given 15  minutes to independently 
generate ideas relating to questions 1 (benefits) and 2 
(concerns). Then participants were divided into five 
breakout rooms for 20 minutes to clarify their ideas for 
each question in a round-robin format, recording ideas 
on a web-based collaborative worksheet (Google Doc). 
Participants were then given eight minutes to individu-
ally generate ideas for question 3 (policies) followed by a 
10-minute small group session to clarify and record those 
ideas. Finally, participants were divided into three larger 
groups—each assigned one research question—and 
tasked with grouping all the ideas into themes with assis-
tance from the research team. For example, the research 
team reviewed the themes to ensure that all the indepen-
dently-generated ideas were represented in themes and 
made minor edits for clarity.
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We used a web-based survey software (Qualtrics XM) 
to facilitate theme prioritization. Participants evalu-
ated the themes using a 5-point Likert scale (i.e., very 
important, important, moderately important, slightly 
important, not important) and ranked their top-3 most 
important themes for each question. We calculated an 
aggregate ranking score by assigning 3, 2, and 1 points to 
participants top 1, 2, and 3 ranked themes, respectively, 
and summing values for all participants. Open-ended 
questions permitted participants to share additional 
thoughts. We opened the web-based survey to a limited 
number of other identified workgroup member candi-
dates—also state and local health department officials—
who did not make the workgroup call for various reasons 
(e.g., scheduling, pandemic response).

Results
Participant characteristics
The workgroup call had 21 participants, 3 worked for 
local health departments, 2 worked for CSTE, 1 worked 
for ASTHO, and the remaining 15 worked for state 
health departments. There was broad regional represen-
tation among participants.

The small groups ranged from 2 to 5 participants. With 
the exception of one group of 2—who had difficulty join-
ing a Zoom “breakout room”—the small groups were 
within the optimal size for NGT studies [29]. Fifteen 
individuals—all representing state or local health depart-
ments—completed the theme prioritization survey. Of 
those, only 3 individuals did not participate in the work-
group. Several participants did not complete the entire 
NGT exercise due to work commitments (e.g., pandemic 
response).

Benefits of increased federal access to state or local NSSP 
data
The workgroup generated ideas that fit into five benefit 
themes. All those themes are presented in Table  1. See 
the supplemental materials for example ideas for each 
theme. Of the benefit themes, the most important were 
improved cross-jurisdiction collaboration efforts, fol-
lowed by improved syndromic surveillance practice, 
scoring highly in the Likert and ranking questions. Aver-
age Likert importance scores indicated that all benefit 
themes were at least “moderately important,” and 2 of the 
5 themes had average Likert scores indicating that they 
were at least “important.”

Open-ended responses suggested possible divergent 
opinions on increased federal access. One participant felt 
that “[t]he benefits are very theoretical at this time and 
have huge down sides if not managed properly and with 
appropriate accountability at CDC for people who mis-
use the system.” However, another participant stated, “I 
think federal access to the NSSP data will increase aware-
ness and better understanding of how to use the data, 
limitations and caveats, and furthermore collaboration 
for utilizing the tools in the BioSense Platform.”

Concerns about increased federal access to state or local 
NSSP data
The workgroup generated ideas that fit within nine con-
cern themes. All those themes are presented in Table 2. 
See the supplemental materials for example ideas for 
each theme. The two concerns with the highest Likert 
importance scores and ranking scores were the federal 
government independently sharing data or initiating 
public health action without notifying states, followed 
closely by misinterpretation of data. Average Likert 

Table 1 State and local epidemiologists’ evaluation of benefits of increased federal access to NSSP data, 2021

Themes were generated in response to the question: “In what ways can increased federal access to state syndromic surveillance data at the state or local level benefit 
or support state public health activities?”
a Example ideas for each theme can be found in the Supplemental materials
b In calculating the mean Likert scores, options were scored 1–5 with Very Important = 5, Important = 4, Moderately Important = 3, Slightly Important = 2, Not 
Important = 1
c In calculating the rank score, items ranked 1, 2, and 3 were assigned scores of 3, 2, and 1 respectively. The aggregate rank score is the sum of all respondents’ ranking 
scores

Identified  Benefita Mean 
importance 
Likert  scoreb

Rank 1 (n) Rank 2 (n) Rank 3 (n) Aggregate 
rank  scorec

Improved cross-jurisdiction collaboration efforts 4.53 6 3 3 27
Improved syndromic surveillance practice 4.07 2 7 3 23
Technical assistance + expertise 3.53 4 2 1 17
Enhanced state capacity 3.73 2 1 5 13
Enhanced federal surveillance capacity (e.g., providing national pictures, 
completing data requests normally handled by states, increased cross-
jurisdictional awareness)

3.40 1 2 3 10
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importance scores indicated that all concern themes were 
at least “moderately important,” and 6 of the 9 themes 
had average Likert scores indicating that they were at 
least “important.”

Several open-ended responses were instructive to 
interpreting these concerns. One participant stated, “all 
concerns listed are of great importance and each out-
weigh the benefits of increased federal access without 
restrictions.” Others elaborated on the potential to bur-
den states, with one saying:

As with past experiences during COVID, when 
CDC releases data at state level that states are 
also releasing and analyzing, any discrepancies can 
cause unnecessary public alarm and leads to exten-
sive time at the state and local level evaluating and 
explaining.

Another expressed concern that there will be “only 
negative impacts from [the federal government] over-
burdening states with data interpretation questions.” 
One participant stressed the importance of balancing the 
potential benefits with the concerns.

Policy options for increased federal access to state or local 
NSSP data
The workgroup generated ideas that fit within twelve 
policy option themes to address concerns about greater 
federal access to state or local NSSP data. All those 
themes are presented in Table 3. See the supplemental 

materials  for example ideas for each theme. The most 
important themes were involving state and local part-
ners in data analysis, followed by creating communi-
cation protocols. Average Likert importance scores 
indicated that all policy themes were at least “moder-
ately important,” and 9 of the 12 themes had average 
Likert scores indicating that they were at least “impor-
tant.” Nearly all participants (14/15) rated “involv-
ing state and local partners in data analysis” as “very 
important.”

Several open-ended responses provided additional 
details on user access policies. For example, one par-
ticipant said:

I would be amenable to having a small/core group of 
analysts who are named and whose role/purpose is 
clearly delineated that have constant access to our 
detailed data. Other federal staff who would like 
access to detailed state data should require approval 
from sites after their purpose is clearly defined to 
improve collaboration with sites… I’m not in favor 
of NSSP granting other federal staff access to addi-
tional data for projects that come along without 
some sort of agreement or notification to [the health 
department providing data to NSSP].

Another participant recommended:

[T]he federal request for access be specific in terms 
of geographic level of access, and purposes. If the 

Table 2 State and local epidemiologists’ evaluation of concerns of increased federal access to NSSP data, 2021

Themes were generated in response to the question: “What concerns you about increasing federal access to state syndromic surveillance data at the state or local 
level?”
a Example ideas for each theme can be found in the Supplemental materials
b In calculating the mean Likert scores, options were scored 1–5 with Very Important = 5, Important = 4, Moderately Important = 3, Slightly Important = 2, Not 
Important = 1
c In calculating the rank score, items ranked 1, 2, and 3 were assigned scores of 3, 2, and 1 respectively. The aggregate rank score is the sum of all respondents’ ranking 
scores

Identified  Concerna Mean 
importance 
Likert  scoreb

Rank 1 (n) Rank 2 (n) Rank 3 (n) Aggregate 
rank  scorec

Federal government independently sharing data or initiating public health 
action without notifying states.

4.60 5 4 1 24

Misinterpretation of data 4.53 5 3 0 21
Privacy and confidentiality concerns, including data sensitivity, restriction of 
certain fields, and public perception of increased data sharing.

4.47 4 1 1 15

Freedom of Information Act (FOIA) Issues 4.40 0 4 2 10
Adequacy of and adherence to data sharing rules (including agreements codes 
of conduct, etc.)

4.53 0 1 5 7

Inadequate, excessive, or inappropriate communication regarding data uses 4.33 1 0 2 5
Publishing the data can decrease jurisdictional credibility 3.27 0 1 2 4
Increasing the burden on jurisdictions 3.47 0 0 2 2
Negative effect on collaborations leading to presentations or publications 3.33 0 1 0 2
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request is unlimited access to all data for any topic 
or purpose, it will be harder to support/approve. 
This is especially true for line level requests or 
county-level access.

One participant suggested the importance of 
accountability mechanisms, saying that without a pro-
cess for removing access “there are no teeth to the 
required codes of conduct, DUAs, etc.”

Several participants had specific comments relating 
to the NSSP DUA. One participant wants to ensure that 
“[a]ll federal users with access should be beholden to 
the DUA between the site and NSSP.” Another user was 
concerned that a “piecemeal approach” to DUAs was 
insufficient:

One DUA with only on[e] program or center like 
NSSP, does not cover all other users [e.g., other 
federal agencies]... The more that can be covered 
under a larger agreement, reinforced by the code 
of conduct, protocols for maintaining access to the 
data, training for use of the data at multiple levels 
of users, the fewer the concerns can become.

Participants had other specific suggestions. One 
participant noted they were concerned by the “disre-
gard for agreements in place due to pressures within 
federal government or emergency status” and argued 
that “it is important that any rules/policies/guidelines 
are emergency-proof so they don’t just get thrown out 

the window in the event of an emergency.” Another 
participant said they would also like to see “some sort 
of policy that invites review/comment of analyses 
that uses a site’s data prior to their release/submis-
sion and also some basic publication standards (e.g., 
suppression of small numbers).” Lastly, a participant 
recommended “there needs to be a way to have some 
standardization across jurisdictions for direct access 
to the data and how [it’s] used.”

Discussion
As an NGT study, these results are intended begin a 
problem-solving process. Here, we have identified poten-
tial benefits, concerns, and policy opportunities for 
increased federal access to state and local syndromic 
surveillance data. As such, this work is an initial step to 
understand and enhance national syndromic surveillance 
and its policy framework.

Several of our findings reflect themes that have per-
sisted through the history and evolution of NSSP [17]. 
For example, concerns that the CDC might bypass state 
and local health departments and contact health facili-
ties were raised for BioSense 1.0 [17]. These concerns 
are similar to our top-rated concern “federal government 
independently sharing data or initiating public health 
action without notifying states.” Similarly, increased 
interjurisdictional collaboration was a priority in the 
development of BioSense 2.0, and that impetus is related 
to our top-rated benefit of increased federal access: 

Table 3 State and local epidemiologists’ evaluation of policy opportunities for increased federal NSSP access, 2021

Themes were generated in response to the question: “What rules, restrictions, guidelines, or codes of conduct could be implemented in the NSSP DUA or CDC policies 
that might address a concern addressed by you or a fellow workgroup member?”
a Example ideas for each theme can be found in the Supplemental materials
b In calculating the mean Likert scores, options were scored 1–5 with Very Important = 5, Important = 4, Moderately Important = 3, Slightly Important = 2, Not 
Important = 1
c In calculating the rank score, items ranked 1, 2, and 3 were assigned scores of 3, 2, and 1 respectively. The aggregate rank score is the sum of all respondents’ ranking 
scores

Identified Rule, Restriction, Guideline or Code of  Conducta Mean 
importance 
Likert  scoreb

Rank 1 (n) Rank 2 (n) Rank 3 (n) Aggregate 
rank  scorec

Involving state and local partners in data analysis 4.93 4 4 2 22
Create communication protocols between CDC and state or local governments 4.53 4 2 1 17
Make DUA applicable to all federal recipients of NSSP data 4.53 1 1 3 8
Restrict data access for specific purposes or events 3.73 1 2 1 8
Establish audit and documentation process for data access and analysis 4.33 0 3 1 7
Create standards for removing access 4.07 2 0 1 7
Restrict data access to specific users (as opposed to groups of users) 3.53 1 1 1 6
Establish restrictions on data publication 4.13 1 1 0 5
Allow optional participation in greater federal access 4.00 1 1 0 5
Include procedure for DUA renewal 4.07 0 0 2 2
Require training on code of conduct 3.67 0 0 2 2
Clarify breach responsibility 4.07 0 0 1 1
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“improved cross-jurisdiction collaboration efforts” [31, 
32]. In Gould, Walker, and Yoon’s historical review of 
NSSP, they note how challenges and concerns impelled 
each evolution of BioSense, but the solutions were some-
times imperfect, leading to new challenges [17]. For 
example, BioSense 2.0 was supposed to facilitate inter-
governmental collaborations [31, 32]. However, it accom-
plished this by shielding syndromic surveillance data 
from CDC access on servers operated by ASTHO, which 
prevented CDC from assisting with quality assurance and 
technical assistance [17]. NSSP fixed this issue by moving 
syndromic surveillance data back onto CDC systems, but 
it established a default—via the DUAs—of non-sharing 
between federal, state, and local partners. Our findings 
suggest that the US syndromic surveillance community 
is still searching for a policy solution that appropriately 
enables benefits while mitigating concerns. Moreover, 
our findings may provide insights in why data sharing 
was a challenge at the onset of the COVID-19 pandemic.

However, at first glance, the NSSP policy framework—
that limits federal access to state and local NSSP data—
seems contrary to World Health Organization (WHO) 
Ethical Guidelines on Public Health Surveillance, which 
state “[w]ith appropriate safeguards and justification, 
those responsible for public health surveillance have an 
obligation to share data with other national and interna-
tional public health agencies” (emphasis added) [33, 34]. 
Similarly, both the American Public Health Association’s 
Code of Ethics and the Public Health Leadership Soci-
ety’s Principles for the Ethical Practice of Public Health 
emphasize that date should be disseminated appropri-
ately to enable public health actions and decision-making 
[35, 36]. However, our findings suggest considerations 
specific to syndromic surveillance data that might war-
rant appropriate caution.

First, our results reveal significant concern that syn-
dromic surveillance data can be easily misinterpreted. 
Syndromic surveillance data emphasizes timeliness of 
data sharing between the facility and public health, and 
as a result may be messier than other public health data 
(e.g., case reports). Moreover, electronic health record 
data elements used in syndromic surveillance are not 
standardized nationally, making them susceptible to local 
variations in data entry (e.g., differences in coding or 
chief complaint documentation) or submission conven-
tions. Benign local events, like festivals, could produce 
an anomalous result in syndromic surveillance queries, 
sparking alarm in analysts lacking local knowledge. With 
this misinterpretation risk, the common benefit—a criti-
cal public health ethics principle—of greater syndromic 
surveillance data sharing is less certain.

Second, despite all the benefits of increased fed-
eral access to NSSP data scoring highly, open-ended 

responses suggest some skepticism of the public health 
justification for greater federal data sharing. Clarifying 
the public health rationale for greater syndromic surveil-
lance data sharing is essential because the ethical obliga-
tion to share public health surveillance data assumes the 
existence of an appropriate justification [33].

Third, we identified some concerns about the suffi-
ciency of existing safeguards to support greater federal 
data sharing. The WHO guidelines positing an obliga-
tion to share public health surveillance data assumes the 
existence of “appropriate” safeguards (i.e., good govern-
ance) [33]. Here, many highly prioritized concerns and 
policy options—including access restrictions, adequacy 
of data sharing rules, audits, training, confidentiality, and 
DUA issues—implicitly question the sufficiency of exist-
ing safeguards.

Yet, our results provide good reasons to be skeptical 
that the current policy limiting federal access is intrac-
table in the current push for data modernization. We 
found overwhelming support for involving state and 
local partners in federal data analyses, which could 
substantially mitigate data misinterpretation risks. Bet-
ter federal communication of the public health justi-
fication and anticipated benefits of increased federal 
access can promote critical syndromic surveillance 
partner support. Additional safeguards—such as the 
ones identified here—can be implemented to support 
ethical public health data sharing. Moreover, past data 
sharing precedents for other surveillance systems can 
serve as models for greater data sharing in syndromic 
surveillance [37].

Interestingly and surprisingly, the existing NSSP DUAs 
at least partially address all but three of the policy oppor-
tunities identified by this workgroup (i.e., audit process, 
access restriction standards, breach responsibility) [13, 
34, 38]. This raises three non-exclusive possibilities. First, 
existing policies could be insufficient for state and local 
partners to support greater federal NSSP access. Sec-
ond, state and local partners might not fully recognize 
the existing protections. Third, other factors—such as 
relationship and political factors—might obfuscate and 
complicate data sharing issues between federal, state, and 
local governments. Regardless, the substantial congru-
ence between prioritized policy opportunities and the 
existing legal agreements suggests that federal, state, and 
local partners are closer to agreement than they might 
realize [34].

Critically, the overwhelming barrier to greater U.S. 
syndromic surveillance data sharing are existing DUA 
policies [34]. While CDC NSSP is technically capable 
of accessing state and local data within NSSP, DUAs 
between state/local governments and CDC NSSP 
expressly restrict access to syndromic data aggregated 
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below the HHS-region level. These policies are rein-
forced by federal, state, and local partners’ politi-
cal and relationship dynamics [26]. For example, the 
feedback suggested that federal emergency actions to 
access state syndromic surveillance data in response 
to COVID-19 strained state/local-federal relation-
ships (e.g., beliefs that agreements were “thrown out 
the window”). These barriers will likely challenge 
future public health data sharing and data moderniza-
tion initiatives.

We believe this study is the first to assess and docu-
ment state and local epidemiologists’ views on the 
benefits, concerns, and policy opportunities related to 
increased federal access to state NSSP data. Our find-
ings are crucial in a time of pandemics and during the 
push for public health data modernization. Moreover, 
workgroup feedback suggests that the NGT success-
fully engaged feedback from both loud and quiet voices 
within the syndromic surveillance community. After 
seeing preliminary results, one workgroup member 
said, “It’s just nice to see in a [results] table where folks 
may not feel as comfortable sharing those thoughts 
as openly. But seeing this here, it’s helpful having it 
documented.”

Importantly, this work is the first part of a larger inves-
tigation of issues surrounding federal access to state and 
local NSSP data. Planned activities include key informant 
interviews, additional workgroup sessions, evaluations of 
policy options, and qualitative analyses. These activities 
will build on these findings and explore nuance within 
the ideas identified by the NGT participants.

Limitations
This work is predominantly qualitative, so care should 
be exercised when interpreting our findings. Workgroup 
members were selected based on desired criteria (i.e., 
geographic representation, activity in syndromic surveil-
lance community, decision-making authority, expertise); 
consequently, selection bias is probable. Accordingly, our 
findings cannot be considered representative of all state 
or local epidemiologists. Similarly, perspectives from 
federal or national public health organizations were not 
represented or under-represented in our results, which 
might have biased or limited some feedback toward state 
and local perspectives. For example, benefits or risks that 
accrue at the national level could be underrepresented in 
our results. Additionally, this work was completed during 
a pandemic with participants having substantial respon-
sibilities informing governmental responses. We expect 
that these responsibilities were a significant reason why 
some participants could not complete the final ranking 
exercise.

Conclusion
Public health data modernization is imminent in the 
U.S. Impelled by the lessons of the COVID-19 pan-
demic, recent and pending federal actions push for 
improvements in public health data systems [15, 39, 
40]. In a world where pandemics and public health cri-
ses ignore political boundaries, any public health data 
modernization initiative must address the challenges 
posed by U.S. federalism and the data sharing relation-
ships between the federal. state, and local governments 
[41, 42]. This study describes the critical perceptions of 
state and local partners on sharing syndromic surveil-
lance data with the federal government.

Critically, trust and relationships are crucial to data 
sharing. Our findings capture essential insights into the 
trust and relationship that exist between federal, state, 
and local public health partners. While these results 
identify important challenges, they also identify com-
mon ground and promising opportunities to improve 
public health data systems. Consequently, these find-
ings may have significance to data modernization 
efforts for other public health data systems beyond syn-
dromic surveillance.
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